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DakynbTeT MI>KHAPOIHUX BiIHOCHH,
Kadeapa MixKHAPOAHUX KOMYHiKaliil Ta nudpoBoi 1unaomarii

I'any3b 3HaHb,
mugp Ta Ha3Ba

crnerianbHicTh 291 MikHapoaHi BiTHOCHHH,
CyCHiJIbHI KOMYHiKaIlil Ta perioHaJIbHI cTyail

crenianbHOCTI rany3b 3HaHb 29 MikHapoaHi BiTHOCUHU

Buxnana4i IMoaimyxk K.B., kanauaar nomiTHYHUX HAYK, TOLEHT Kadeapy MiKHAPOIHHX
KOMYHIKaIii Ta HudpoBoi AUIIIOMAaTIi
[unka P.M. acuctent xadenpy MikHapOIHUX KOMYHiKaIlii Ta HuppoBoi
muTuTomMaTii

KonTakTHa Kostyantyn.Polishchuk@Inu.edu.ua

ingopmanuis Roman.Shypka@Inu.edu.ua

BHKJIaga4a (-iB)

ren. (032)-239- 41-32 (kadeapa mixkHApOTHUX KOMYHiKaniii Ta nudpoBoi
JTHILI0MATIN)

KoncyabTauii mo

[{ouerBepra: 14.30-16.00 ros. (kadeapa MizkHApoTHUX KOMYHiKamiii Ta

Kypcy uudposoi qunaomarii),Byn. Civosux Crpinbuis, 19, aya. 201 )
BiI0yBalOThCS

Cropinka https://intrel.Inu.edu.ua/course/informatsiyna-bezpeka
MUCIUIIIIHYA

Indopmanis npo
JUCHUILIIHY

Jlucuumutina «Indopmaniiina Oe3neka» € BUOIPKOBOIO JTUCIMIUIIHOK 3
cneriaapHocTi 291 MixkHapoaHi BiTHOCHMHH, CycHijibHI KOMYHikamii T4
perioHaabHi cTyaii 3 Oyoky crneriamizarnii "“be3nekosi cTyail" ajst OCBITHBOI]
mporpamu «MixkHapoaHa iH(opMarllis», ska BUKIAIAEThCA Y 5 cemecTpi B
00cs31 6 kpenutiB ECTS.

Kopotka anorauis
MUCIUIIIHYA

Tuctiumnina «Indopmamniiina 0e3nmexka» (OKyCcyeThCsi Ha O3HAHOMIICHHI
CTYACHTIB 3 OCOOJMBOCTSIMM CYYaCHMX MDKHApOJHHUX 1H(pOpMaLiiHUX
BITHOCHH 1 TEHJEHIISIMU iX PO3BUTKY Yy 3pi3i 1HQoOpmaliiiHoi Oe3zneku. B
paMKax Kypcy pO3IJISAal0ThCs  HAWBaXJIMBIII — aclekTH  (eHoMeHa
«iHpopMarliitHa Oe3rneKa», y KOHTEKCTI SKOT0 3aBJAaHHAMHU € MPHUIICTHTH Y
CTYZICHTIB HAaBUKHM CaMOCTIMHOTO aHami3dy 3arpo3 iHdopmauiiiHiiibesnerni
mep>kaBu; cOpMyBaTH HABUKM BUOKPEMJICHHS TCHJCHINN, $KI BIACTHBI
Cy4acHUM 3arpo3amiHdopmaniiiHiii 6e3neni y coniaabHux [HTepHeT-cepBicax;
BU3HAUUTU HANPSIMH 1 MOXKJIUBOCTI BJOCKOHAJICHHSI CUCTEMH 3a0e3MeueHHs

iHbopMarliiiHoi Oe3nekn YKpaiHu.
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Meta Ta miJai
TUCIHHUILTIHA

BrBueHHs TeHACHLIW PpO3BUTKY iH(pOpMaliiHOT Oe3MeKu IiJ BIUIUBOM

BrucOKHX (iHQOpMaLifHO-KOMYHIKAIITHUX) TEXHOJIOTiH; chopMyBaTu y

CTYICHTIB PO3YMiHHSI CYyTHOCTI siBUIIa iHpopMaIlliiiHa Oe3neka, 03HalOMUTH 3

OCHOBHHMMH 3arpo3aMu iHpopMarliiHii Oe3meri ta BUpOOUTH YSBICHHS PO

e(eKTUBHICTh IHCTPYMEHTIB 3a0e3eueHHs iHpopMalliiiHoi 6e3neKu AepxKasH,

[y TOMY YHCIIi B KOHTEKCT1 3aKOHOMIPHOCTEH €BOJIIOIIIT Cy4acHUX MI>KHAPOIHUX
BIJTHOCHH

Jlitepatypa

1.

10.

11.

12.

[ndopmariiitna 6e3neka aepskaBu: HaBy. nmoci0. s crya. crer. 6.170103
«Ynpasninasg iHopmaniitHoro 6e3nekoro» / B.I. I'yp’es, JI.b. Mexen,
IO.M. Tkau, 1.B. ®@ipcoa. — Hixun: @OII Jlyk’smenko B.B. TIIK
«Opxiges», 2018. 166 c.

KiGepbesneka B iHdopmamniiitHoMy cycminbeTBi:  [H(pOpMaiiiHo-
aHamiTHaHUN gaimkect / Bian. pen. O.Jloeranp; ymopsia. O.JloBraus,
JI.JIutBunoBa, C.oporux; JlepkaBHa HaykoBa ycTaHoBa <«lHCTUTYT
iHdopmarii, Oe3nekum 1 mnpaBaHAIIpH Vkpainw»; HamionansHa
oi6morexka Ykpainm iMm. B.I. Beprancekoro. K., 2021. Ne 6 (uepBeHb).
261c - URL.: http://ippi.org.ua/sites/default/files/2021-6.pdf
KiGepGesneka B iHdopmauiiiHoMy cycniunbeTBi:  [HpopManiiiHo-

aHamitnaHui paimkect / Biam. pea. O.Jloranp; ymopsia. O.JloBraus,
JI.JIutBunoBa, C.Jloporux; JlepkaBHa HaykKoBa ycTaHoBa «lHCTUTYT
iHpopmanii, Oesmeku 1 mnpaBaHAIIpH Vkpainn»; Hanionanphal
610mioreka Ykpainu im. B.I. Bepnaacokoro. K., 2021. Ne 5 (TpaBeHs).
304c. URL.: http://ippi.org.ua/sites/default/files/2021-5.pdf

Pwxyk, O. M. Iapopmamiitna Oe3neka YKpaiHu B yMoOBax

robanizalifHuX BUKIKKIB Ta riopuanoi BiiHu / O. M. Puxyk ; 3a pen. B.

M. bebuka ; Binkputuii Mi>kHap. YH-T PO3BHUTKY JIFOJIMHHA «YKpaiHa». —|

KuiB : YHiBepcutet «Ykpaina», 2019. - 177 c.

CocHin, O. HeonminHa ckazoBa cyBepeHiTeTy: iHopmalliiiHa KyJabTypa

CyCHUIbCTBA B KOHTEKCTI iHPopMaiiitHoi 0e3nexu Ykpainu / O. CocHiH //

[Tonituka i gac. — 2002. — Ne 7. — C. 33-40.

CremanoB, B. IO. [ndopmariitna Oe3mneka sK CKJIaJ0Ba JAep>KaBHOI|

indopmartirinoi momituku / B. 0. CrenanoB. — Xapki : Ecrer IlpiHT,

2023. - 155 c.

Bamomiko 1. Jlummomaris Ykpainm y BuMipi iHbopmaliiiHoi Oe3neku

kpainu. Bicuuk JIbBiBcbkOro yHiBepcureTy. Cepist (hijoc.-IoJiTONOT.

crynii. 2017. Bum. 13. C. 137— 142.

Fop6ynin B. II. Indopmamiitni omepamii Ta Oe3meka CycHijbCTBA:

3arpo3u, MPOTHIISA, MOJeToBaHHsA: MoHorpadis. K.: IHreprexHomoris,

2009. 164 c.

I'opOynin B., Kaunncekuii A. 3acaau HamioHabHOI Oe3neku YKpaiHu:

niapyunuk.K.: [areprexnonoris, 2009. 272 c.

I'opOynin B., KauuHcbhkuii A. CucTeMHO-KOHLIETITYaJIbHi
3acaJii CTpaTeriiHaioHaIbHOI Oe3nekn Ykpainu: MmoHorpadis. K.,

2007. 592 c.

3axapenko K. TImobGanpHa mpupoma iHpopmamidHOI — Oe3mexw.

[TonitonoriunuiiBicauk. 2015. Bun. 79. C. 181-189.

Rasmussen M. The Risk Society at War: Terror, Technology and Strategy|

in the Twenty-First Century. Cambridge: Cambridge University Press,

2007. 234 p.
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13. Whitman, Michael; Mattord, Herbert (2017). Principles of Information
Security. Cengage. ISBN 978-1337102063

14. KouBenuis Pagm €Bponu mpo 3axucT ocid y 3B’sI3Ky aBTOMaTHYHOIO
0bpobkoro nepconanbuux ganux. Protocol amending the Convention for
the Protection of Individuals with regard to Automatic Processing of
Personal Data (CETS No. 223)
https://www.coe.int/en/web/conventions/full-list?module=treaty-
detail&treatynum=223

15. IndopmariiiHe Ta couianbHO-IIPaBOBE MOAEIIOBaHHHA: NocioHuk / /1. B.
Jlange, B. M. ®@ypames; 3a 3ar. pea. J. B. Jlange. — KuiB-Opneca : denikce,
2021. —276 c. - URL: http://ippi.org.ua/sites/default/files/posibnik.pdf

16. KibepbOe3neka «cycniabcTBa 3HaHbY»: MoHOTpadis/ Josrans O., Tapaciok
A., Tkauyk T. : Mmonorpadis. — Kuis-Opeca : @enikc, 2021. - 176 c. URL:
http://ippi.org.ua/kiberbezpeka-%C2%ABsuspilstva-znan%C2%BB

17. JlomaTkoBi Martepiaju Ha CIelialli30oBaHMX KypcaxX OHJIAiH, 30Kpema:
https://courses.prometheus.org.ua/assets/courseware/v1/46b2788b8e996e
2f7af42a78a9fc5313/asset-
v1:Prometheus+IHWAR101+2022_ T2+type@asset+block/%D0%94%D
0%BE%D0%B4%D0%B0%D1%82%D0%BA%D0%BE%D0%B2%D1
%96_%D0%BC%D0%B0%D1%82%D0%B5%D1%80%D1%96%D0%
B0%D0%BB%D0%B8.pdf

Obesir kypey 6 kpemmie EKTC ( 180 rox.).
Jlexuii - 32 rog.
CeMiHapchKi 3aHATTS - 32 TO/I.
CamocriitHa po6oTa - 116 rog.
PesyabraTn VY pe3ynbTari BUBUCHHS HABYAIBHOT JUCHUILTIHY CTYICHT IIOBUHEH
HABYAHHS

3Hamu
° OCHOBHI O3HaKu iHpoOpMaIliiHOT Oe3MeKu Ha piBHI 1HIWBIJA-
CYCIUILCTBA-/1€PKaBU-CBITY;

° 3arpo3u iHdopmariiiHii 6e3meri Ta ix pisHOBUIM;

° METOJIMKM OIIIHIOBaHHA 3arpo3 1H(popmMauiiHii Oe3meni y
couianbHuX [HTEpHET-CepBicax;

° 0CcOo0JIMBOCTI 1HPOPMAIIITHO-TICUXOJIOTTYHOTO MpoTHOOopcTBa y XX
—Ha novyatkyXXI ct.;

° IHCTUTYTH W 1HCTpYMEHTH 3a0e3mnedeHHs iH(opMaIiiitHoi Oe3mnekw|
VYkpainu;

° NPUYMHU Ta METOJIW BeleHHs iHpopMaliiHoil BiitHH Pociiickkoi
®deneparrii mpoTHY KpaiHu;

o CTaHAAPTH MDKHAPOJHUX OpraHizamii y cdepi iHGpOpMaIiiHOI]
Oe3IIeKy;

emimu:

° KOPHCTYBATUCSl 3HAHHSAM MIAXOJIB O BHU3HAUYEHHS 1H(GOpPMALIWHO]]
Oe3IIeKH;

° po3yMiTH pobseMaTuky i crienndiky 3arpo3 iHbopmariitHii 6e3neri;
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° 3HATH OCHOBHI PI3HOBHIM 3arpo3 iHpopmaniliHiil 6e3mnerti;

o PO3PI3HATH OCHOBHI HANpsSIMH 1 MOMJIHMBOCTI BIOCKOHAJICHHS
cucteMu 3abesneueHHs iH(opMalliiHOi Oe3leKku Ha HalloOHAJBLHOMY 1
MDKHApOJHOMY PiBHSIX, i MPOOJIEMHI aclieKTH;

L BUSIBJISITU PUYMHU 1H(QOPMAIITHUX BOEH;

OBOJIOAITH HAaBUYKAMHU IPOTHO3YBaHHS PO3BUTKY COLIAJIbHO-TIOMITUYHHUX]
MPOIIECiB B KOHTEKCTI iH(OpMAIIfHUX Omeparliii Ta BOEH.

3araabhi komnerenTHocti (3K)
3K9. 31aTHiCTH BUKOPUCTOBYBATH 1H(OpMAITiiiHI Ta KOMYyHIKaIlii{HI TEXHOJIOTI].
3K12. 3gaTHicTh 10 TONIYKY, OOpOOJICHHS Ta aHaizy iHopmarli 3 pi3HHUX
oKepen.

CrnenianabHi (paxosi) komnereHTHOCTI (DK)

MDK2. 3naTHICTh aHaAMI3yBaTH MIDKHAPOJHI IMPOIECH Yy PI3HUX KOHTEKCTaX,
30KpeMa  IOJIITHYHOMY,  O€3[eKOBOMY, IIPAaBOBOMY, €KOHOMIYHOMY,
CyCHUIBHOMY, KyJIbTYPHOMY Ta iHPOpMAIIITHOMY.

@DKS. YcBinomiieHHs HaliOHATBHUX 1HTEPECiB YKpalHU Ha MI>KHAPOIHIN apeHi.
MDK17. 3naTHicTh 3acTOCOBYBaTH 1HGOpPMAIIHO-KOMYHIKAIIHHI CHUCTEMHU 1
TeXHOJIOT11 Yy IpodeciiiHiil NisIBbHOCTI

IIporpamHi pesyabTaTn Hap4aHHs 3a OI1

IIPH 1. 3natu Ta po3yMiTu IPUPOY MI>XHAPOTHUX BITHOCHH Ta PETiOHAILHOTO
[PO3BHUTKY, €BOJIIOIIIO, CTAH TEOPETUIHUX JOCTIHKEHh MIKHAPOIHUX BITHOCHH
Ta CBITOBOI MOJITHUKH, & TAaKOX MPUPOIY Ta JKEpena MOJITUKU JIepKaB Ha|
MIDKHApOAHIHM apeHi 1 JISJIbHOCTI 1HIIMX YYaCHUKIB MI)KHAPOAHUX BITHOCHH.
IIPH 2. 3natu Ta po3yMmiTH HpPUPOAY Ta AMHAMIKY MIKHApoaHOi Oesmeku,
[PO3YMITH 0COOJIMBOCTI ii 3a0e3redyeHHs] Ha TI00albHOMY, PETIOHATBLHOMY T4
HaI[lOHAJILHOMY PiBHI, 3HATH MPUPOJY Ta MiAXOIU O BUPIIIEHHS MI>KHAPOTHUX
Ta IHTepHAI[lOHA130BAaHUX KOH(]IIIKTIB.

ITPH 3. 3nati Tpupoay MiXKHAPOTHOTO CITIBPOOITHUIITBA, XapaKTep B3a€MO/Iii
MK MIDKHApOJHHUM aKTOPAMH, CITIBBITHOIIEHHS JIEPKaBHUX, HEJCPKABHUX
AKTOPIB y CBITOBIN MOJITHIII.

ITPH 4. 3HaT MPUHIUIHN, MEXaHI3MH Ta TPOIECH 3a0e3MeYCHHS 30BHINTHBOI]
MOITHKHW JIep>KaB, B3aEMOIIi MiX 30BHIIIHBOIO Ta BHYTPIITHBOIO IMOJITHKOIO,
BU3HAUYCHHS Ta peajizaiii Ha MDKHApPOJHIM apeHi HaI[lOHAIbHUX IHTEpPECiB
meprkaB, mporiecy GOpMyBaHHS Ta peajizaiii 30BHIITHbOMOIITHYHUX PIllICHb.
ITPH 5. 3natu npupoay Ta MexaHi3MU MI>KHApOJHUX KOMYHIKaIlii.

ITPH 7. 3niiicHIOBAaTH OTKC Ta aHaJIi3 MI>XKHAPOIHOI CUTYaIliil, 30MpaTH 3 pi3HUX
oKepen  HeoOXimHy Juisi  [bOoro  iH(OpMAIif0 MPO  MIDKHAPOIHI T4
3OBHINTHBOIIOIITHYHI TIOJIIi Ta MTPOIIECH.

ITPH 8. 36upatu, oOpobasTH Ta aHANI3yBaTH BEJIWKI 00cATH iH(pOpMaIii mpo
CTaH MDKHApOJIHUX BIJIHOCHH, 30BHIIIHBOI TOJITUKH YKpaiHU Ta IHIIUX|
nepkaB, peTiOHATbHUX CUCTEM, MIKHAPOAHUX KOMYHIKAIIIM.

ITPH 9. [locnimxyBati mpoOiaeMu MIKHAPOIHUX BIAHOCUH, PEriOHaIbLHOTO
[PO3BUTKY, 30BHIIIHBOT  MOJITUKM, MDKHAPOJHUX  KOMYHIKali, 13
BUKOPUCTAHHSM CYYaCHUX IMOJITHYHUX, EKOHOMIUHUX 1 MPaBOBHUX TEOpid T4
KOHIICTIIIIM, HAyKOBHUX METOMIB Ta MUDKIUCUUIUIIHAPHUX TMIIXOMIB, TIpe-
3EHTYBATH pe3yIbTaTh AOCIIIKEHb, Ha/IaBaTH BIAMOBIIHI PEKOMEHIallii.

IIPH 11. 3xiiicHioBaTH  TPUKIAIHUN  aHali3  MDKHApOJHUX  BIJIHOCHH,
BOBHIIIHBOI MOJITUKK YKpaiHU Ta IHIIUX JEp’kKaB, MKHAPOJHHUX MPOIIECIB T4




MDKHApOAHOI CHTyallii BIiAMOBIIHO JO TOCTAaBIEHUX IJIe, TOTyBaTH
iH(OpMalliliHI Ta aHAJTITUYHI JOKYMEHTH.

ITPH 12. BononiTh HaBUYKaMU MPOQECiifHOTO YCHOTO Ta MHUCHBMOBOTO
Mepekyany 3/Ha iHO3€MHI MOBH, 30KpeMa, 3 (haxoBOi TEMAaTHKU MIXXHAPOTHOTO
CHIBPOOITHHUIITBA, 30BHINIHBOI MOJITUKH, MIDKHApOJHUX  KOMYHIKaIlii,
[pErioHaNIBHUX CTYA1H, 1BO- Ta 6araTOCTOPOHHIX MIXXHAPOAHUX HPOEKTIB.

IIPH 13. Bectu ¢axoBy auckyciio i3 mpobieM MIKHApOAHUX BiJIHOCHH,
MIDKHApOAHUX KOMYHIKallll, perioHajJbHUX CTYAld, 30BHIUIHHONOIITUYHOI]
[TiSUTBHOCTI, apTyMEHTYBATH CBOIO MO3UIIIO, TOBAYKATH OTIOHEHTIB 1 IXHIO TOUKH
30py.

IIPH 15. Po3ymiTH Ta 3acTOCOBYBaTW s  pO3B’S3aHHA  CKJIAaJHHUX
CIellaJII30BaHUX 3aJa4 MI)KHAPOJHHUX B1JIHOCHH, CYCHUIBHUX KOMYHIKAIiil Taj
[PEriOHAJBHUX CTYZIM YMHHE 3aKOHOJABCTBO, MIXHAPOJHI HOPMAaTHBHI
ITOKYMEHTH 1 YTroJid, JOBIAKOB1 MaTepiaiy, YMHHI CTaHJIAPTH 1 TEXHIYHI YMOBH|
TOLLO.

ITPH 16. Po3ymiTi Ta BiICTOIOBAaTH HAIllOHANBHI iHTEpecH YKpaiHu Y|
MIDKHApOAHIN TisTIbHOCTI.

ITPH 17/. MaTtu HaBMYKM CaMOCTIMHOrO BHM3HAYEHHS OCBITHIX LUIeH Ta|
HABYaHHSI, MOIIYKY HEOOXITHUX JUIS iX TOCSATHEHHS OCBITHIX PECypCiB.

ITPH 18. BosoiTi T€OpETHYHUMHE BIZIOMOCTSIMH Ta IPAKTUIHUMHU HAaBUYKAMU
ITiSUTBHOCTI Y cepi eNeKTPOHHOI KOMepIIii.

ITPH 19. OpranizoByBatu Ta MIATPUMYBATH 3B’SI3KA 3 TPOMAJICHKICTIO Ta)
MIKHApOIHI KOMYHIKaIIii.

ITPH 20. Oprani3oByBaT peKIaMHy AisTIBHICTD Y MOJITHYHIN Ta COIiaJIbHO-
CKOHOMIYHiH cepax.

dDopmar Kypcey

Ounuit
Crpykrypa kypcy [3microBuit moayab 1. TenaeHuii Ta 3aKOHOMIPHOCTI CTAHOBJICHHA TAa)
Temu po3BUMTKY iHopmauiiiHoi Oe3nekn

TEMA 1. Indopmauniiina 6e3nexa: miaxoau 10 KOHUeNTyaJisamii Ta
iHIUKaTOPU BU3HAYEHHS — 2 TO/.

Indopmariitina cdepa, iHbopmariiiina Oe3reka, HaI[lOHAJIbHA Oe3reKa,
kibepHeTnyHa Oe3neka. [HQopmaniiine cycminberBo. [ligxomm 1o
nociipkeHHs  iHGopmariiiHoi  Oesmeku.  CucremMa — 3a0e3MeueHHS
iHpopmamiiinoi  Oesmeku.  HamionanpHuit  iHTEepec,  Kimacudikaris
HaIllOHAJIBHUX 1HTEPECiB, HAIIIOHAJILHUN 1HTEepec B iH(opMaIiiHii cdepi.

Tema 2. 3arpo3u indopmauniiiniii 0e3neni. MeToguKku OUiHIOBAHHS
3arpo3indopmaniiiniii 6e3meni B couiagbHux IHTepHET-cepBicax — 2
ro.

[TonsaTTss 1 pizHOBMAM 3arpo3 iHdopmamiitHii Oe3neri. [ndopmariiine
npoTuOopcTBO,  iHpoOpMamiiiHa  ekcmaHcis, iHdopMalliiiHa  BiiiHa,
iHopmariianii TepopusM. [HGopMariiiHa akiis, iHpopMalliifHa aTaka,
iHpopmamiiina omeparis, iHpopmaniiHa Kammanis. [HopmariiiHo-
MICUXOJIOT1YHA TPOTHUIsI, KOHTPOJIb KaHATIB nepefadi iHpopmaiiii, cuctema
MOHITOPMHTY  Ta  TPOTHO3YBaHHSA  HETaTHBHHX  1H(OpMamiiHO-
MICUXOJIOT1YHUX BIUIMBIB.

Tema 3. Indpopmaniiine nporudopcrBo. Inpopmaniiini Bilinm — 4 roa.
Mpunnunu iHGopmauiiiHoi BiiiHu. Jlorika iHpoOpMauniiiHoi BiftHH. Mozeni
iHdopmartiiinoi BiitHU. Pi3HOBUAM iH(DOpMaIIHHUX BO€EH. 3acO0U, METOIH 1

TeXHoNoril iHopMaliiiHux BoeH. MexaHi3MHU pearyBaHHSI Ha 3arposu




iHpopmaniiiHii  Oe3meuni. IHTepHeT-pecypcu  sK  00’€KTH  3arpo3’
iHpopmamiiiHiii Oe3meni aepkaBu. Cucrema MOHITOpHHTY [HTEpHET-
pecypciB. Aktopu comianbHux [HTepHeT-cepBiciB. KOHTEHT 1 1aHi akTopiB
coumianbHuX IHTEepHeT-cepBiciB.  MeETOAMKHM  OIIHIOBAaHHS  3arpos
iH(popMaliiiHii 6e3mneri y couiansHux [HTEpHET-CepBicax.

Tema 4. Teopis i npakTuka iH(opManiiiHO-NICHX0JI0TIYHOTO
nporudopcray XX — Ha mouarky XXI cr. — 2 roa.
IndopmariitHo-nicuxosoriune nporudopcTBo mif yac Ilepmioi cBiTOoBOT
BiliHM Ta y MikBOoeHHMI riepion (1919-1939). [ndopmariiiiHo-nicuxonoriune
npoTudopcTBO B poku Jpyroi citoBoi Biiinu (1939-1945). [ndopmariiiino-
MICUXOJIOTIYHE MPOTUOOPCTBO ByMoBax «XosoaHoi BiHu» (1946-1991).
Crnenudika rinodanbHoro iH(GopMamiifHO- MCUXOJIOTIYHOIO MPOTUOOPCTBA
Ha mnouyatky XXI cr. CywacHi TpeHAM pO3BUTKY 3aco0iB MacoBOi
KOMYHIKallii sIK OCHOBU 1H(OPMAaLIHHO-IICUXOJIOTIYHOT0 MPOTHOOPCTBA.
MaHinynaTUBHI ~ TEXHIKM  BEJCHHS  1H(GOPMALIHHO-TICUXOJIOrTYHOTO
pOTHOOPCTBA B CyYaCHUX YMOBAX.

Tema 5. IIpaBoBi 3acagu ingopmauniiinoi 6e3nexu. 3axuct indpopmauii — 4
roj.

KoncTutyuiline Bu3Ha4YeHHS CHOcOOIB  3axuUcTy B 1HGOpMaLiiHUX
MIPaBOBIJHOCHHAX: IMpPAaBO HA CaMO3aXUCT B 1H(OpMAIINHMX BiJHOCHHAX;
[paBO Ha IOPUIUYHY JONOMOIY SIK IHCTUTYLISl 3aXHCTy IpaB CyO’€KTiB
CYCIUIBHUX B1THOCHH; MPaBO HA 3aXUCT Yepe3 rpOMaJIChbKi yTBOPEHHS; IIPAaBO
Ha 3BEpPHEHHS JO OpraHiB JEp)KaBHOI BJIAIU SK IHCTUTYLIS B 3aXHCTI
iHpopMaliHUX BIAHOCHH; CYJOBUH 3axuCT 1H(OPMAaLIAHUX BiJHOCHH.
[IpaBoBi 3acanu 3axucTy 00’ €KTIB iHPOpPMALIHUX TPABOBIIHOCHH BiJl 3arp03
B iH(opmauiitHiii cdepi. IHpopmariiina Oe3neka TOAMHU W CYCHUIBCTBA.
[IpaBoBi 3acagu  OXOpPOHHM KOMEpIIHHOI, OaHKIBCHKOi TAa€MHHUINl Ta|
nepcoHanbHUX JAaHuX. [IpaBoBuit 3axucr iHpopmalii, iHopMariitHuX
pecypciB Ta iH(QOpMaLIMHUX CHCTEM BIJ 3arpo3 HECAHKI[IOHOBAHOTO Ta
HEMpPaBOMIPHOTO BIUIMBY CTOPOHHIX 0ci0. 3abe3neueHHs iH(pOpMaliifHo]
Oe3neku B Mepexi [HTepHerT.

3micToBuii Moay.an 2. Indopmaniiina 6e3nexka Ykpainu. MixHapoaHi
cTaHaapTu y cdepi inpopmaniiinol 6e3nexu.

Tema 6. IncTUTyTH if iHCTPYMeHTH 3a0e3ne4eHHsl iHpopManiiiHol
0e3nexku YKpainm — 4 roj.

IIpaBoBi 3acaau opraizarii cucteMu iHpOpMaLiifHOi Oe3neku B YKpaiHi.
Jlep>)kaBHa momiTHKa 3a0e3medyeHHs iHpopMamiiHoi Oe3neku YKpaiHu.
[HcTHTYTH 3a0e3nedyeHHs iH(popMaliiiHoi Oe3nekn YKpainu. MexaHizMu
pearyBaHHs Ha 3arpo3u iHpopmamiiiHii Oe3memi Ykpaiam. 3MI sk
IHCTpYMEHT iHopMaIiitHoi 6e3nekn Ykpainu. ['pomaachkki opraHizaiii B
KOHTEKCTI iHpopMarliiiHoi 6e3nexu YKpaiHu.

Tema 7. 3arpo3u indgopmaniiiniii 6esneni Ykpainu. Ingopmaniiina
arpecia P® — 4 ron.

PizHoBuam 3arpo3  iHopmamiiinii  Oesmerni  Ykpainu. [latepuu
iHdopmariiaux omepartii  Pocificekoi ®enepartii  mpotu  YKpaiHu.
Indopmaniiina BiitHa Pocilicekoi ®eneparnii npotu Ykpainu. {unmomaris
VYkpaiau B koHTEKCTI iH(OpMmartiiiHoi BiiiHu Pociiickkoi denepartii mpotu
VYkpainu.




Tema 8. Cranpapru OOH, €Bponeiicbkoro Corwosy i HATO y

cepi indpopmauniiinoi 6e3nexu — 4 rox.

InctuTtytn ¥ iHCTpyMeHTH 3a0e3mneueHHs iHQoOpMaliifHOI Oe3nexu
E€ppornericekoro  Corozy. HopmatuBrao-tipaBoBi akth €C 'y cdepi
3abe3neueHHs iHQOpMaLiifHOi Oe3neku (Mporpamu, AWPEKTHBU TOIIO):
«IIpo 3axuct PiznyHUX 0Ci0 Y KOHTEKCTI 0OPOOKHU MEepCOHAIBHUX JIAHUX 1
BUTbHOTO 00iry Takmx manux» (1995 p.), «€nuni kpurepii Oe3nexu
inpopmamiiinux texuoiorii» (1996 p.), «besmeunimmii Iateprer» (1999
p.), «MepexeBaTta iHpopmalliiiHa Oe3neKa: €BpOMECHCHKUI MO THIHHIMA
miaxig (2001 p.), «Ha nusixy g0 3arajibHOiT OMTHKY B chepi 60poThOH 3
kibep3nounnHicTio» (2007 p.), «3axuct €Bponu Bij MHUPOKOMACIITAOHUX
kibepaTak Ta pylHYBaHb: MIOCUJICHHS PIBHS IIATOTOBJICHOCTI, OE3MEKH Ta
cridikocTi» (2009 p.). OcHOBHI 3acaau MOJITHKH iH(QOPMAIIHHOT Oe3neKn
HATO. IliBHiuHoaTmanTuHa Paga 3 muTaHp, 10 CTOCYHOTHCS O€3NEKH
HATO, Kowmirer BuyTpimHboi 6e3neku HATO, Komiter 3 mimaHyBaHHS
BUKOPUCTaHHS IMBUIBHUX cHCTeM 3B’s3Ky, Opran 3 ymnpaBiiHHS
kibepHetnunor Oesnekoro HATO, Kowmicis 3 ynpaBiiHHS AiSUTBHICTIO B
rajxysi Kibep3axucTy.

Tema 9. Indpopmauiiina 6e3nexa ocoducrocti. 3axucr

NepCOHAJbHUX JaHUX — 6 roj.

BunukHeHHST ¥ PO3BHTOK KOHIIEMIii TMpaBa Ha MpHUBATHICTH. lIpaBo HA
3a0yTTs. OcoOmMBOCTI iHGOPMAIITHUX MPABOBITHOCHH, 110 BAHUKAIOTh TIPH
BUPOOHHUIITBI, Mepeaadi i CroKuBaHHI nepcoHanbHUX MaHuX. Cy0’exkTH K
00’exkTH 1H(GOPMALITHUX MMPABOBIIHOCUH y cdepl NMEePCOHATBHUX IaHUX.
[IpaBoBi 3acagu poOOTH 3 mepcoHaNbHUMHU naHWMHU. [IpaBa cy0’ekTal
nepcoHanbHUX JaHuX. [IpaBa ¥ OOOB’A3KM BJACHHMKA IOAO pOOOTH 3
MacHBaMH TEPCOHANBHUX JaHMX. JlepkaBHE pEryJlOBaHHI pOOOTH 3
MEePCOHANBHUMHU JaHUMU. 3aXUCT (I3MUHUX OCi0 M[0/I0 aBTOMATHU30BAHOTO
OTIpAIIOBAHHS MEPCOHATBHUX JaHUX. [IpaBoBe perynoBaHHs 3aXHCTy MpaBa)
HAMPUBATHICTh Ta TPAHCKOPIOHHI MOTOKH MepcoHanbHuX gaHux. JJocsig €C
Y PEeryJIIOBaHHI 3aXHMCTy MEPCOHATBHUX JTAHUX

HincymkoBuii
KOHTPOJIb, opMa

3aiik, 3a pe3yJibTaTaMy MOTOYHOI yCIIIITHOCTI

IIpepexBizuTn

/1151 BUBUEHHS KypCy CTYJCHTHU NMOTPeOyIOTh 0a30BUX 3HAHB 3 TEOpii Ta icTopii
uuiomaTii, iIHpopMaIiiiHUX CUCTEM 1 TEXHOJIOT1H.

HaBuaabhi MeToaun
TaTeXHiKH, AKi
OyayTh
BHKOPHCTOBYBATH-
co mig yac
BHKJIAIaHHS KypCY

[IpesenTarris, Jekiii, koJabopaTuBHEe HaBYaHHS ((POpPMH — TPYIOBI MPOEKTH,
CI1JIBHI PO3POOKH 1 T. 11.), TPOCKTHO- OPIEHTOBAHE HABYAHHS, TUCKYCIsl

Heoo0xinne
00JaIHAHHSA

[IpoexTop /Ui BIATBOPEHHS Mpe3eHTaLliH.




Kpurepii
OI[iHIOBAHHSA
(oxpemo 1Jis1
KOKHOTOBH/IY
HaBYAJbHOI
AiSUIBHOCTI)

OmnintoBanHs mpoBoauThes 3a 100-6ampHOIO mIKamoro. bamm 3a3amik
HapaxoBYIOThCA 32 Pe3yJIbTaTaMU OTOYHOI YCIIIIHOCTI.

HApaxOBYIOThCS 32 HACTYITHUM CITiBiHOIICHHSM:
* cemiHapchKi 3aHATTSA — 50%0;
* miIcyMKOBa 3aikoBa pobota 50%. IlimcymkoBa
MaKcHMaJbHa KiUTbKicTh OaiB 100

IIxana oninoBannsa: BH3, namionaanna ta ECTS

3a HALIIOHAJIHLHOIO IIKAJIOI0
i Ex3amenaniiina ominka,
Ouinka ECTS | Ouinka | A t B
B 0ajiax OIlIHKAa 3 Jani
.o ajiK

nudepeHiiioBaHoro

3aJika
A 90-100 | 5 Biaminno
B 81-89 4 Hyxe nobpe
C 71-80 JHo6pe 3apaxoBaHo
D 61-70 3 3a10BIJILHO
E 51-60 JlocTaTHBO

Kputepii omiHroBanHs BianoBigaroTh «l[lonokeHHIO mpo 3abe3nedeHHSs
aKajeMiqHoi J00podecHocTi y JIbBIBCBKOMY HAIliOHAJIbHOMY YHIBEPCHUTETI
iMmeni  IBama  ®pamka» (Pexxum  moctymy: https://www.Inu.edu.ua/wp-
content/uploads/2019/06/reg_academic_virtue.pdf).

[IucbomoBi podoTu: CTyIeHTH BUKOHAIOTH JEK1TbKa BUIIB MUCBMOBUX POOIT Y|
[PaMKaX HACTYITHUX HATPSMKIB:

besneka y kibeprpocTopi

HoBuii Mi>kHapoAHHH 1HGOpMAIIHHUT TTOPSIOK y cdepi Oe3nekn

["oGaizarisi Ta MiKHapogH1 iH(opMaIiitHi mpouecu

[Hdopmariitina Oe3neka: MAXOAW JO KOHIENTyami3amii Ta 1HIUKATOpH
BU3HAYECHHS

3arpo3u  iHpopMmamiiiHii  Oe3meni. MeTOAMKM — OIIIHIOBaHHA  3arpo3
iHpopManiiiHiit Oe3merni B coniaabHUX [HTEpHET-CcepBicax

Teopist i mpakTHKa 1HPOPMALIHHO-TICUXOJIOTIYHOTO MPOTHOOPCTBA
[HCTUTYTH 1 iHCTpYMEHTH 3a0e3nedueHHs iHpopMmalliiiHoi Oe3mekn YKpaiHu
3arposu iHopmariitHii 6e3mneri Ykpaiau

Mi>kHapOIHI cTaHIapTH Yy cdepi iHhopmalliiiHoi Oe3meKu

[HopmariiiHa Ge3nexa B yMOBax BiifHU

AxaneMmiuHa 100poyecHicTh: OUiKyeThCs, IO POOOTH CTYIACHTIBOYAYTh iX
OpUTIHATLHUMH JAOCTIDKCHHSAMHI Y1 MipKyBaHHSAMH. BiICyTHICTh MOCHIIaHb HA
BUKOPUCTaHI JpKepena, GpaOpHKyBaHHS JDKEpelN, CIUCYBAaHHS, BTPYYaHHS B
POOOTY IHINUX CTYICHTIB CTaHOBIATH, aje HE OOMEXYIOTh, MPHUKIAIN
MOXJIMBOI aKaJeMIYHOI HeJoOpOouYecHOCTI. BusBIEHHS O3HaK akajgeMidHOI
HEZ0OpPOYECHOCTI B MHUCHMOBIM pOOOTI CTylIeHTa € MiACTaBolO Juisd il
He3apaxyBaHHHs BUKJIalaueM, He3aJIe)KHO Bl MacITabiBILUIariaty 4u oOMaHy.
BinBitaHHs 3aHATH € BaXJIMBOIO CKJIa0BOI0 HaBYaHHA. OYIKy€eThCs, 1110 BCl
CTYJEHTH B1JIB1alOTh YCl JIEKIIl 1 MpakTU4yHI 3alHATTA Kypcy. CTylneHTu
MatoTh 1H(GOpPMYBaTH BHKJaJaya MPO HEMOXJIMBICTH BIJBIJATH 3aHATTA. Y

Oyab-KOMY BHUINAJKy CTYJIEHTH 3000B’si3aHi JOTPUMYBATHCS YCiX CTPOKIB



https://www.lnu.edu.ua/wp-content/uploads/2019/06/reg_academic_virtue.pdf
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BHU3HAUEHUX JUISI BUKOHAHHS YCIX BHJAIB MHUCBMOBUX poOIT, mepeadadeHunx
kypcoM. Jlireparypa. Ycs niteparypa, sIKy CTYyA€HTH HE 3MOXYTb 3HAWTU
camMocCTiiiHO, Oy/ie HaJlaHa BUKJIaJJayeM BHKIIOYHO B OCBITHIX IIIsX O€3 mpaBa
ii mepenadi TpetiM ocobam. CTyIeHTH 320X0UYYIOTHCS 10 BUKOPUCTAHHS TaKOX
i1 1HIIO1 JTiTepaTypH Ta DKEPEN, IKUX HEMa€e cepell peKOMEHI0BaHUX.

[losiTuka BUcTaBJIeHHs 0auiB. BpaxoBytoTbcs 6ain HaOpaHiHA TOTOYHOMY
TeCTyBaHHI, CaMOCTiiHIA poOoTi Ta OanM MiJCYyMKOBOTO TecTyBaHHs. llpum
[IbOMY 00OB’S3KOBO BPaxOBYIOTHCS MPUCYTHICTh HA 3aHATTAX Ta aKTUBHICTH
CTYyACHTAIi/l Yac MPAKTUYHOTO 3aHATTS; HEAOMYCTUMICTh MPOIYCKIB Ta

3aIli3HEHb Ha 3aHATTS; KOPUCTYBAHHS MOOUIBHUM Tele(OHOM,IJIAHILIETOM YU
IHITMMH MOOUTBHUMU MPUCTPOSIMU I11J1 Yac 3aHATTS B LIISAX HE MOB’SI3aHUX 3
HaBYaHHSIM; CIIMUCYBAaHHS Ta IUariaT; HECBOE€YACHE BUKOHAHHS MOCTAaBJIEHOTO
3aBIaHHA 1 T. 1H.

PKonni popmu nmopynieHHst akaieMidyHoi T0OpOYECHOCTI HE TOJIEPYIOThCSL.




	Силабуси титулки.pdf
	Силабус Інформаційна безпека.pdf

